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lkjka'k% vkèkqfud ;qx dks lwpuk ,oa çkS|ksfxdh dk ;qx dgk tkrk gSA baVjusV vkSj lkekftd ehfM;k us lapkj] f'k{kk] 

O;kikj] euksjatu rFkk lkekftd lacaèkksa dks uÃ fn'kk çnku dh gSA vkt foÜo dh cM+h tula[;k lkekftd ehfM;k IysVQ‚eZ dk 

mi;ksx dj jgh gSA lkekftd ehfM;k us lwpuk ds vknku&çnku dks rhoz] ljy vkSj oSfÜod cuk fn;k gSA 

fdUrq lkekftd ehfM;k ds c<+rs mi;ksx ds lkFk lkbcj vijkèk] MsVk pksjh] v‚uykbu èkks[kkèkM+h] QtÊ lekpkj] lkbcj 

cqÇyx rFkk xksiuh;rk lacaèkh leL;k,¡ Hkh c<+h gSaA ;gh dkj.k gS fd lkbcj lqj{kk vkt oSfÜod Lrj ij ,d egRoiw.kZ fo"k; cu 

pqdh gSA 

lkbcj lqj{kk dk mís'; baVjusV] fMftVy usVodZ] daI;wVj ç.kkyh rFkk O;fäxr MsVk dks vufèk—r igq¡p] lkbcj 

geyksa vkSj fMftVy vijkèkksa ls lqjf{kr j[kuk gSA lkekftd ehfM;k IysVQ‚eZ tSls% Facebook,Instagram,WhatsApp,X, 

YouTube us yksxksa dks tksM+us dk dk;Z fd;k gS] ijUrq buds ekè;e ls lkbcj vijkèkksa esa Hkh o`f) gqÃ gSA 

çLrqr ys[k esa lkbcj lqj{kk dh voèkkj.kk] lkekftd ehfM;k dh Hkwfedk] lkbcj vijkèkksa ds çdkj] muds çHkko] 

ljdkjh ç;kl] pqukSfr;k¡ rFkk lekèkku dk foLrr̀ fo'ys"k.k çLrqr fd;k x;k gSA 

dqathHkwr “kCn& lkbcj lqj{kk] lkekftd ehfM;k] vkèkqfud ;qx] lwpuk ,oa çkS|ksfxdh ;qx] baVjusV] fMftVy usVodZ] oSfÜod LrjA  

çLrkouk& 21oÈ 'krkCnh esa fMftVy rduhd us ekuo thou dks vR;fèkd çHkkfor fd;k gSA baVjusV vkSj LekVZQksu ds 

çlkj us lkekftd ehfM;k dks thou dk vfHkUu vax cuk fn;k gSA vkt yksx lekpkj] f'k{kk] O;kikj] euksjatu rFkk lkekftd 

laidZ ds fy, lkekftd ehfM;k dk mi;ksx dj jgs gSaA 

lkekftd ehfM;k us yksdra=] vfHkO;fä dh Lora=rk rFkk oSfÜod lapkj dks l'kä cuk;k gSA blds ekè;e ls yksx 

vius fopkj] vuqHko rFkk tkudkjh foÜoHkj esa lk>k dj ldrs gSaA fdUrq blds lkFk&lkFk lkbcj vijkèkksa dh leL;k Hkh rsth ls 

c<+h gSA gSÇdx] fQÇ'kx] MsVk pksjh] v‚uykbu cSaÇdx èkks[kkèkM+h] lkbcj cqÇyx rFkk QtÊ igpku tSls vijkèk lkekftd ehfM;k ds 

ekè;e ls c<+ jgs gSaA 

Hkkjr esa baVjusV mi;ksxdrkZvksa dh la[;k rsth ls c<+ jgh gSA fMftVy bafM;k vfHk;ku] v‚uykbu cSaÇdx rFkk 

fMftVy Hkqxrku ç.kkyh ds dkj.k lkbcj lqj{kk dk egRo vkSj vfèkd c<+ x;k gSA 

vkt lkbcj lqj{kk dsoy rduhdh fo"k; ugÈ jg x;k gS] cfYd ;g jk"Vªh; lqj{kk] vkÆFkd fodkl rFkk lkekftd 

fLFkjrk ls tqM+k egRoiw.kZ eqík cu pqdk gSA 

lkbcj lqj{kk dh voèkkj.kk& lkbcj lqj{kk ¼Cyber Security½ og çfØ;k gS] ftlds ekè;e ls daI;wVj] eksckby] 

usVodZ] baVjusV rFkk fMftVy MsVk dks lkbcj geyksa vkSj vufèk—r igq¡p ls lqjf{kr j[kk tkrk gSA 

bldk mís';& MsVk dh lqj{kk] xksiuh;rk dh j{kk] lkbcj vijkèkksa dh jksdFkke] fMftVy usVodZ dh lqj{kk] v‚uykbu 

ysu&nsu dh lqj{kk gSA 

lkekftd ehfM;k dh voèkkj.kk& lkekftd ehfM;k ,sls fMftVy IysVQ‚eZ gSa ftuds ekè;e ls yksx tkudkjh lk>k 

djrs gSa] laokn djrs gSa rFkk v‚uykbu leqnk; cukrs gSaA 

lkekftd ehfM;k dh çeq[k fo'ks"krk,¡& 

 Rofjr lapkj] 

 oSfÜod igq¡p] 

 lwpuk lk>k djuk] 

 ohfM;ks ,oa QksVks lk>k djuk] 

 v‚uykbu leqnk; fuekZ.k] 

vkt lkekftd ehfM;k jktuhfr] f'k{kk] O;kikj rFkk euksjatu dk çeq[k ekè;e cu pqdk gSA 

lkbcj vijkèkksa ds çeq[k çdkj& 

1- gSÇdx% gSÇdx og çfØ;k gS ftlesa dksÃ O;fä vufèk—r :i ls daI;wVj ç.kkyh ;k [kkrs esa ços'k djrk gSA 

lkekftd ehfM;k [kkrksa dh gSÇdx vkt ,d lkekU; leL;k cu pqdh gSA 

2- fQÇ'kx ¼Phishing½% fQÇ'kx esa vijkèkh udyh osclkbV ;k lans'k ds ekè;e ls yksxksa dh O;fäxr tkudkjh çkIr 

djrs gSaA cSaÇdx ikloMZ] OTP rFkk MsfcV dkMZ tkudkjh pksjh djuk blds çeq[k mnkgj.k gSaA 

3- lkbcj cqÇyx% lkekftd ehfM;k ij fdlh O;fä dks èkedkuk] viekfur djuk ;k ekufld :i ls ijs'kku djuk 

lkbcj cqÇyx dgykrk gSA ;g leL;k fo'ks"k :i ls fd'kksjksa vkSj ;qokvksa esa vfèkd ns[kh tkrh gSA 

4- MsVk pksjh% lkekftd ehfM;k IysVQ‚eZ ij mi;ksxdrkZvksa dh O;fäxr tkudkjh pksjh gksus dh ?kVuk,¡ c<+ jgh gSaA 

MsVk pksjh ls xksiuh;rk vkSj vkÆFkd lqj{kk nksuksa çHkkfor gksrh gSaA 

5- QtÊ lekpkj ¼Fake News½% lkekftd ehfM;k ij xyr ,oa Hkzked lwpukvksa dk rsth ls çlkj gksrk gSA QtÊ 

lekpkj lkekftd ruko] Çglk rFkk jktuhfrd vfLFkjrk dk dkj.k cu ldrs gSaA 

6- v‚uykbu foÙkh; èkks[kkèkM+h% fMftVy Hkqxrku vkSj v‚uykbu cSaÇdx ds c<+rs mi;ksx ds dkj.k lkbcj Bxh dh 

?kVuk,¡ c<+h gSaA UPI èkks[kkèkM+h] udyh Çyd rFkk QR dksM LdSe blds çeq[k mnkgj.k gSaA 

lkekftd ehfM;k dk ldkjkRed çHkko& 
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1- lwpuk dk rhoz çlkj% lkekftd ehfM;k ds ekè;e ls lekpkj ,oa tkudkjh rqjar foÜoHkj esa igq¡p tkrh gSA 

2- f'k{kk esa ;ksxnku% v‚uykbu f'k{kk] osfcukj rFkk fMftVy lkexzh us f'k{kk dks vfèkd lqyHk cuk;k gSA 

3- O;kikj ,oa jkstxkj% lkekftd ehfM;k fMftVy ekdsZÇVx ,oa Ã&d‚elZ dk çeq[k ekè;e cu pqdk gSA NksVs O;olk;ksa 

dks Hkh oSfÜod cktkj rd igq¡p çkIr gqÃ gSA 

4- lkekftd tkx:drk% lkekftd ehfM;k us lkekftd vkanksyuksa] i;kZoj.k laj{k.k rFkk ekuokfèkdkj tkx:drk dks 

c<+kok fn;k gSA 

lkekftd ehfM;k ds udkjkRed çHkko&  

1- ekufld LokLF; ij çHkko% lkekftd ehfM;k dh vR;fèkd fuHkZjrk ruko] Çprk rFkk volkn tSlh leL;kvksa dks 

c<+k ldrh gSA 

2- xksiuh;rk dh leL;k% mi;ksxdrkZvksa dh O;fäxr tkudkjh dk nq#i;ksx fd;k tk ldrk gSA 

3- lkekftd foHkktu% QtÊ lekpkj ,oa ?k`.kkLin lkexzh lkekftd ruko dks c<+k ldrh gSA 

4- le; dh cckZnh% lkekftd ehfM;k dk vR;fèkd mi;ksx mRikndrk dks çHkkfor djrk gSA 

Hkkjr esa lkbcj lqj{kk dh fLFkfr& Hkkjr foÜo ds lcls cM+s baVjusV mi;ksxdrkZ ns'kksa esa 'kkfey gSA fMftVy Hkqxrku] 

v‚uykbu f'k{kk rFkk Ã&xous±l ds foLrkj ds dkj.k lkbcj lqj{kk dh vko';drk vkSj c<+ xÃ gSA Hkkjr esa lkbcj vijkèkksa dh 

la[;k yxkrkj c<+ jgh gSA cSaÇdx èkks[kkèkM+h] lks'ky ehfM;k gSÇdx rFkk v‚uykbu Bxh çeq[k leL;k,¡ gSaA 

Hkkjrh; ljdkj ds ç;kl& Hkkjr ljdkj us lkbcj lqj{kk dks etcwr cukus gsrq vusd dne mBk, gSa— 

1- fMftVy bafM;k vfHk;ku% bl vfHk;ku dk mís'; fMftVy lsokvksa dk foLrkj djuk gSA 

2- lkbcj vijkèk iksVZy% ljdkj us v‚uykbu lkbcj vijkèk f'kdk;r iksVZy çkjaHk fd;k gSA 

3- CERT&In dh LFkkiuk% Indian Computer Emergency Response Team lkbcj lqj{kk ?kVukvksa dh fuxjkuh 

,oa lekèkku ds fy, dk;Z djrh gSA 

4- MsVk laj{k.k dkuwu% O;fäxr MsVk dh lqj{kk gsrq ljdkj us fMftVy MsVk laj{k.k lacaèkh uhfr;k¡ fodflr dh gSaA 

5- lkbcj tkx:drk vfHk;ku% ljdkj ,oa 'kS{kf.kd laLFkk,¡ lkbcj lqj{kk tkx:drk dk;ZØe pyk jgh gSaA 

lkbcj lqj{kk dh pqukSfr;k¡& 

1- rduhdh fodkl dh rhoz xfr% uÃ rduhdksa ds fodkl ds lkFk lkbcj vijkèk Hkh vfèkd tfVy gksrs tk jgs gSaA 

2- tkx:drk dh deh% xzkeh.k ,oa de f'kf{kr {ks=ksa esa lkbcj lqj{kk lacaèkh tkx:drk lhfer gSA 

3- fo'ks"kKksa dh deh% Hkkjr esa çf'kf{kr lkbcj lqj{kk fo'ks"kKksa dh vko';drk c<+ jgh gSA 

4- varjjk"Vªh; lkbcj vijkèk% lkbcj vijkèk lhekvksa ls ijs gksrs gSa] blfy, buds fu;a=.k esa varjjk"Vªh; lg;ksx 

vko';d gSA 

lkbcj lqj{kk ds lekèkku& 

1- etcwr ikloMZ dk mi;ksx% mi;ksxdrkZvksa dks tfVy ,oa lqjf{kr ikloMZ dk mi;ksx djuk pkfg,A 

2- nks&Lrjh; çek.khdj.k ¼Two&Factor Authentication½% ;g [kkrksa dh lqj{kk dks vkSj etcwr cukrk gSA 

3- lkbcj tkx:drk% Ldwyksa] d‚ystksa ,oa lekt esa lkbcj lqj{kk f'k{kk dks c<+kok nsuk vko';d gSA 

4- lqjf{kr baVjusV mi;ksx% vKkr Çyd] udyh osclkbV ,oa lafnXèk lans'kksa ls cpuk pkfg,A 

5- dkuwuh O;oLFkk dks etcwr djuk% lkbcj vijkèkksa ds fy, dBksj dkuwu ,oa Rofjr dkjZokÃ vko';d gSA 

Hkfo"; dh laHkkouk,¡& Hkfo"; esa —f=e cqf)eÙkk ¼AI½] Cy‚dpsu rFkk DykmM daI;wÇVx lkbcj lqj{kk dks uÃ fn'kk çnku 

djsaxsA Hkkjr fMftVy vFkZO;oLFkk ds {ks= esa rsth ls vkxs c<+ jgk gSA blfy, lkbcj lqj{kk dks jk"Vªh; fodkl dk egRoiw.kZ 

vkèkkj cukuk vko';d gSA ;fn rduhdh uokpkj] tkx:drk rFkk etcwr dkuwuksa ij cy fn;k tk,] rks lkbcj vijkèkksa dks 

dkQh gn rd fu;af=r fd;k tk ldrk gSA 

fu"d"kZ& lkbcj lqj{kk vkSj lkekftd ehfM;k vkèkqfud fMftVy ;qx ds nks egRoiw.kZ i{k gSaA lkekftd ehfM;k us 

lapkj] f'k{kk] O;kikj rFkk lkekftd tkx:drk dks uÃ fn'kk çnku dh gSA 

fdUrq blds lkFk lkbcj vijkèk] MsVk pksjh] QtÊ lekpkj rFkk xksiuh;rk lacaèkh leL;k,¡ Hkh c<+h gSaA blfy, lkbcj 

lqj{kk vkt O;fäxr] lkekftd rFkk jk"Vªh; lqj{kk dk egRoiw.kZ fgLlk cu pqdh gSA 

Hkkjr tSls fMftVy fodkl'khy ns'k ds fy, lkbcj lqj{kk dks etcwr djuk vR;ar vko';d gSA tkx:drk] rduhdh 

fodkl rFkk çHkkoh dkuwuksa ds ekè;e ls lkbcj vijkèkksa ij fu;a=.k ik;k tk ldrk gSA lqjf{kr fMftVy okrkoj.k gh Hkfo"; ds 

l'kä lekt ,oa vFkZO;oLFkk dh vkèkkjf'kyk gksxkA 

lanHkZ xzaFk lwph 

1- nÙk ,oa lqanje & Hkkjrh; vFkZO;oLFkkA 

2- feJk ,oa iqjh & Hkkjrh; vFkZO;oLFkkA 

3- lkbcj lqj{kk ,oa lwpuk çkS|ksfxdh & Hkkjr ljdkj çdk'kuA 

4- fMftVy bafM;k fjiksVZA 

5- ;kstuk if=dk & fMftVy Hkkjr fo'ks"kkadA 

6- meity.gov.in 

7- cybercrime.gov.in 
8- foÜo cSad fjiksVZA 

9- varjjk"Vªh; nwjlapkj la?k ¼ITU½ fjiksVZA 

10- Hkkjrh; fjt+oZ cSad okÆ"kd fjiksVZA 
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